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Introduction 
Network scanning is a common start to many intrusion exploits, as investigating  a target network can 

reveal its strengths and weaknesses. Whether you’re a black-hat hacker, penetration tester, or network 

administrator, it is always important to understand the potential attack vectors present on a network.   The 

Network Automation project team’s goal is to create a script with the following functionalities:  

a) can be installed on a Raspberry Pi 2 device, running the Raspbian OS,  

b) automatically executes when the device is powered on and plugged into a network,  

c) automatically scans IP addresses, services, ports and other important parts of the network,  

d) outputs the information into a easily readable report  file, and  

e) alerts the user when the script has completed its tasks.  

 

This removes the hassle of manually typing in commands into a terminal and condenses commonly used 

tools into a bash script, which runs as soon as a user interfaces with a network and provides a quick and reliable 

scan. 

 

Background 
The Leahy Center for Digital Investigation conducts research projects such as these to increase the 

security of computer networks while at the same time trying to reduce the cost of doing so. One of the ways the 

LCDI reduces costs is by using Raspberry Pi computers: these cheap and accessible devices are ideal for a 

project such as this. Companies like Solar Wind offer automated system administration services, such as 

Network Device Scanning, and many types of Network Monitors. However, these are generally software tools, 

and are designed as a defensive tool, while the Raspberry Pi device is arguably an offensive tool for pen testers 

or a hacker(). Other websites such as Hacker Warehouse offer various types of hardware to assist pen-testers. 

However, none of their products have similar capabilities as our script does. That said, countless programs and 

software other than arp and nmap can achieve what the project is doing, but not without either a user actively 

entering commands on a GUI (graphical user interface), or a custom script such as ours. Entering commands on 

a GUI while plugged into the target network may look suspicious, and lacks the discrete and secretive nature of 

the Raspberry Pi. Entering commands also requires, both, knowledge of computers and computer networks, as 

well as the program itself. As for custom scripts, there are plenty out there, such as AutoNmap, with the same or 

similar abilities as this one however, most require you to manually specify the subnet to be scanned.    
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Purpose and Scope 
The goal of this project is to create a bash script to be run on a Raspberry Pi, turning them into mini 

network scanners. After seeing the results produced by the Pis, the group would then assess the effectiveness of 

Raspberry Pis as network scanners. The project aims to scan an entire network, devices, and services on it, and 

the various ports on the network. Among these scans will be vulnerabilities on said network and devices.  

 

Research Questions 
1. How can a user launch a script at boot on Raspbian? 
2. What sorts of vulnerabilities can we find with our programs? 
3. Can a Raspberry Pi make a good penetration testing tool?  

 

Terminology 
Application- Essentially, programs. They are specifically designed software that is used for a specific task 

designated by its user. 

Arp-scan- A command-line tool for system discovery and fingerprinting. It constructs and sends ARP requests 

to the specified IP addresses, and displays any responses that are received. 

ARP- Address Resolution Protocol (ARP) maps internet addresses to hardware addresses. TCP/IP uses ARP to 

collect and distribute the information for mapping tables. 

Bash- Also called the Bourne Again Shell, bash is a sh-compatible shell that incorporates useful features from 

the Korn shell (KSH) and C shell (CSH). 

Capacitor- A passive electronic component that holds charge in the form of an electrostatic field. 

Circuit- A path of various electronic components connected by wires or traces which electrical current can flow 

through. 

Clients- A device connected to the network. 

Cloud Storage- The storage of data online in the cloud, wherein a company's data is stored in and accessible 

from multiple distributed and connected resources that comprise a cloud. 

Computer Network- A group of computers electronically linked so that clients are able to share files, services, 

or other resources for electronic communication. 

CPU- Also called the Central Processing Unit, the CPU is the electronic circuitry within a computer that carries 

out the instructions of a computer program by performing the basic arithmetic, logical, control, and input/output 

operations specified by the instructions. 

Network Scanner 
Page 4 of 32 



 

Data- Information that is processed or stored by a computer. This information comes in various formats such as 

text, audio, video, programs, etc. Computer data is also stored in files and folders on a computer's hard drive. At 

the most basic level, computer data can be broken down into sets of 1’s and 0’s, this is called binary data. 

Debian- An open source operating system that uses Linux. 

Directory- A catalog for filenames and other directories stored on a disk. A directory is a way of organizing and 

grouping the files, it can also be called a folder. 

Dropbox- A file hosting service operated by Dropbox, Inc. It offers cloud storage and file synchronization 

Ethernet- A computer network architecture consisting of various specified local-area network protocols, 

devices, and connection methods. 

GUI- A Graphical User Interface is an image and icon-based interface designed to make manipulation of 

computer data easy. Common GUIs are Microsoft Windows and the Macintosh OS. 

Hardware- Major pieces of equipment or their components used for a particular purpose. 

HDMI- Short for High-Definition Multimedia Interface, it is the first industry-supported uncompressed, 

all-digital audio/video interface. 

Integrated Circuit- An integrated circuit or IC is a small wafer usually made of silicon that can hold anywhere 

from hundreds to millions of transistors, resistors, and capacitors. These extremely small electronics can 

perform calculations and store data using either digital or analog technology. 

IP Address- An electronic identifier for a specific device on the World Wide Web or any other network. 

Linux- An open source operating system that is UNIX based. 

MAC Address- Also called the media access control address the MAC address is an identifier assigned to the 

network interface card of a device to enable communication on the physical network segment. Unlike IP 

addresses they are often installed by the manufacturer. 

Microcomputer- an electronic device with a microprocessor as its central processing unit (CPU). 

Microprocessor- A silicon chip that contains a CPU. 

Micro SD card- An ultra-small flash memory card designed to provide high-capacity memory in a small size. 

MP3- An audio file. 

Network Switch- A switch serves as a controller, enabling networked devices to talk to each other efficiently 

Nmap-a free and open source utility for network discovery and security auditing. Many systems administrators 

also find it useful for tasks such as network inventory, managing service upgrade schedules, and monitoring 

host or service uptime. Nmap uses raw IP packets in novel ways to determine what hosts are available on the 

network, what services (application name and version) those hosts are offering, what operating systems (and OS 

versions) they are running, what type of packet filters/firewalls are in use, and dozens of other characteristics. It 
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was designed to rapidly scan large networks, but works fine against single hosts. Nmap runs on all major 

computer operating systems, and official binary packages are available for Linux, Windows, and Mac OS X.  

Open Source- A program in which the source code is available to the general public free of charge. 

OS- Also called on Operating System, an OS is a suite of programs that controls input devices (mouse and 

keyboard), peripherals (hard disks, CD/DVD drives), output devices (monitors, speakers) and performs the 

basic functions needed for a computer to operate. 

Penetration testing- A penetration test is an attempt to exploit vulnerabilities on a network to determine whether 

unauthorized access or other malicious activity is possible. 

Port- A process-specific, or an application-specific, software construct serving as a communication endpoint, 

which is used by the Transport Layer protocols of Internet Protocol suite, such as User Datagram Protocol 

(UDP) and Transmission Control Protocol (TCP). A specific network port is identified by its number commonly 

referred to as ‘port number’, the IP address in which the port is associated with and the type of transport 

protocol used for the communication. A port number is a 16-bit unsigned integer that ranges from 0 to 65553. 

Script- Also called a program, a script provides a device with coded instructions for the automatic performance 

of a particular task. 

RAM- Also called Random Access Memory, this is an integrated circuit into which data can be read or written 

by a microprocessor or other device. The memory is volatile and will be lost if the system loses power. 

Raspberry Pi- The Raspberry Pi is a tiny and affordable computer that you can use to learn programming 

through fun, practical projects. 

Raspberry Pi 2 Model B- The Raspberry Pi 2 Model B is the second-generation Raspberry Pi. 

Raspbian- A free operating system based on Debian, and optimized for the Raspberry Pi hardware. 

Resistor- An electronic component that resists, limits, or regulates the flow of electrical current in a circuit. 

Software- A series of prerecorded commands to be issued to a computer to accomplish a particular task. 

SSH- A method for secure remote login from one computer to another. 

TCP- Transmission Control Protocol. 

Transistor- A device composed of a semiconductor material that amplifies signal or opens and closes a circuit. 

UDP- User Datagram Protocol. 

UNIX- UNIX is a family of operating systems which all conform to certain specifications of The Open Group, 

the owners of UNIX 

USB- Also called the Universal Serial Bus, this was designed to standardize the connections between computers 

and computer peripherals such as mice, keyboards, and external disk drives 
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Vulnerability- Vulnerability is a cyber-security term that refers to a flaw in a system that can leave it open to 

attack. A vulnerability may also refer to any type of weakness in a computer system itself, in a set of 

procedures, or in anything that leaves information security exposed to a threat. 

Web Server- A computer on which a website is stored. 
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Methodology and Methods 
For our initial tests, there will be two Raspberry Pi’s connected to a network switch. One Pi, called the 

Script-Pi, will have the script loaded onto it ready to run at boot and the other will be running a web server and 

a SSH server. The Script-Pi will run its script against the miniature network. Data received from this test, 

specifically from Nmap and Nikto scans, will be output into text files and then be placed on a removable USB 

device. The script will end with the USB drive being unmounted from the Pi, the on-board lights flashing and 

the playing of an audio queue to indicate the end of the script. Once we know that the scanner will work against 

one Pi on the network we will add a few more Pis to see how the scanner handles scanning more than one host 

on the network. These additional Pis will also be running different services than the first service Pi. After these 

initial tests, the script will be run against a real network, specifically the LCDI’s network.  

In a test like the ones conducted in this project, there are countless variables. For example, there could 

be errors or bugs that give us false readings, or no readings at all. While timing our tests, human error may 

result in wrong or inaccurate timings. Our script itself could also be optimized better for timing, purpose, and 

length. Network protections on the LCDI network have the potential to stop, detect, or scramble our scans. The 

biggest problem that the team faces is the lack of a GUI to display errors during a live test. Thus, some sort of 

error detection and reporting must be available to the user in some form to alert them to any sort of problem 

with the scan. 

Equipment Used 
The Raspberry Pi 2 Model B is the microcomputer on which the script will run on. It is the second 

generation Raspberry Pi, having replaced the Raspberry Pi 1 Model B+ in February 2015. It boasts a 900MHZ, 

quad-core ARM Cortex-A7 CPU, and 1 GB of RAM. It also has 4 USB ports, 40 GPIO pins, a full HDMI port, 

an Ethernet port, a combined 3.5mm audio and composite video jack, a camera interface, a display interface, a 

micro SD card slot and a Video Core IV 3D graphics core. This is all contained in a case about the size of a 

deck of cards. The Raspberry Pi 2 also has two onboard LEDs, one for power and one for activity. The 

recommended OS, Raspbian, is optimized for its processor and other hardware, which makes it difficult to 

emulate in a virtual machine. 

Originally, Nmap, short for “Network Mapper,” was released by Gordon “Fyodor” Lyon on September 

1st, 1997. Nmap is designed to be an all in one program, allowing the user to execute a variety of commands 
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from a single program. These commands allow the user to complete many tasks such as network exploration, 

security auditing and host scanning.  

Nikto is an open source web server scanner which performs comprehensive tests on web servers for over 

6,700 potentially dangerous files/programs, outdated versions of over 1,250 servers, and version specific 

vulnerabilities on over 270 servers. It also checks for server configuration items such as the presence of multiple 

index files, HTTP server options, and will attempt to identify installed web servers and software. Scan items 

and plugins are frequently updated and can be automatically updated. 

 

Table 1: Physical Devices 

Device OS Comments 
4x Raspberry Pi 2 Model B Raspbian One Pi is for the script to be installed 

on and run from, the others are to test 
out the scan on services. 

Netgear ProSafe Plus Switch 
(GS105E) 

N/A Used to connect the two Pis together 
for  

3x Ethernet cables N/A Used to connect Pis to switch and/or 
LCDI network 

2x Monitors N/A GUI’s for Raspberry Pis 
2x HDMI cables N/A Connects Pis to monitors 
SanDisk USB Device (32GB) N/A For storing on scan data 
  
 

Table 2: Software 

Software Version Comments 
Nmap V 7.60 The main software for the script. 

Nmap will scan IP’s ports and 
services. 

Nikto2 V 2.1.5  The secondary software for the 
script. Nikto will scan ports and 
services. 

Etcher V1.1.2 The program used to image the micro 
SD card for the Raspberry Pi 

Raspbian V.4.9 Operating System optimized for 
usage on Raspberry Pi devices. 

Arp-scan V 1.9 The program that scans the network 
to make a list of IP addresses 
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Data Collection 
Our data collection will occur within the script installed on the Raspberry Pi device as well as externally 

through keeping track of the time it takes to run. Once powered on and connected to the network, the Pi will 

launch the script during its boot process. The script will first use arp-scan to locate all active IP addresses on the 

network in order to isolate them and dump the information into a file. Nmap will then read the IPs from the file 

and launch an extensive scan on each of them, for open ports and known vulnerabilities. Then, Nikto will run 

through the IP dump and perform a test on the network to check for additional vulnerabilities. All this 

information will be dumped into a file and exported, either to a Dropbox, a USB drive, or an email depending 

on what settings the user has enabled. When the file upload and transfer is complete, the Pi will play an MP3 

and flash the onboard power light to indicate that the script is complete (however, the Pi’s current casing covers 

the light; users will not be able to see it without removing the cover). After this, the Pi will safely eject the USB 

and can be shut down by the user by simply unplugging the Pi’s power supply. 

 
 

Analysis 
This project’s testing phase will consist of two separate tests. First will be the Pi network tests. These tests 

will consist of several Pi devices plugged into the same switch. With this switch, we will create a miniature 

network of Pi’s. One Pi will be running the script, and the others will be running several services such as web 

servers, and SSH connections. These services will be started, then the script-Pi will be powered on and allowed 

to run the script. This first set of tests is to determine timing of the scan, as well as refine the script itself. We 

expect to have a similar time for each test in this phase, and will use these times to determine: 

a.) If our script works correctly,  

b.) What parts of the script take the longest, and  

c.) What we can expect to see for timing and results on a larger network.  

The second set of tests will be run on the LCDI’s network. This real network will be many times larger, as 

the LCDI has dozens of devices connected to it. These tests will serve several purposes: 

 a.) Observe how well the script works on a larger, “real” network,  

b.) Determine if there is potential for a useful, real-world penetration testing device, and 

c.)  Determine whether the Pi itself is a valuable penetration testing platform. 
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As for accomplishing these goals, there are several options. Our early Pi Network test will allow the team 

to refine and change the script to make sure it actually works, and adjust it to cut down the timings and overall 

length of the tests. Hopefully, by changing the number of nodes on the network, we can estimate the time to 

complete an entire network scan. Our LCDI network tests results will mostly be subjective and opinion based, 

as individual penetration testers will have different opinions of preferences on how fast, effectively, or 

thoroughly the Pi will scan the network. A more experienced, perhaps even professional, penetration tester may 

have a different opinion towards whether or not the Pi is a realistic or worthy platform for this type of scanning. 

To view sample screenshots of a successful Nmap scan against the LCDI Network, please refer to Figure 1. 

 
 

Results 

Pi Network Tests 
The many Pi-network tests that we ran during our first stage of testing were, for the most part, 

successful. The scan was able to successfully run against the hosts in our network and correctly identify the 

open ports and the services without the user having to do anything but plug the device in (Figure 2). The 

miniature Pi network also allowed for the detection and correction of errors, the addition of features, and overall 

optimization of our script. The various timings of the scans allowed us to acknowledge and understand that a 

larger network, such as the LCDI’s, would take much longer to scan. Adding additional code for things like the 

option to email the scan files also increased the scan time as well as the pi running a disk check as a part of its 

boot process. The results of these preliminary tests can be seen in the speed test table. 

LCDI Network Tests 
Our “real world” tests on the LCDI network began with some difficulty. Our first network scan took 

several days and was very slow. Nmap by default scans the thousand most commonly used ports on each IP 

address. On an average, home or private network, these TCP/UDP pings may go unnoticed by the user or 

owner, however, the Leahy Center for Digital Investigation has several security measures in place. These 

security measures slowed the port scan significantly and caused that part of the scan alone to take several hours. 

In addition, every device on the network got a notification from the antivirus that they were being scanned. 

When the scan got to the nikto portion these messages stopped and it seemed to be running as we expected until 

it froze running against one host for about 2 days. We decided to stop the scan and investigate what was going 

wrong.  

Network Scanner 
Page 11 of 32 



 

When we started to look into the arp and nmap outputs from the scan we noticed there were many 

duplicate addresses (Figure 3). Upon further research we found that there is a bug in arp-scan causing it to 

occasionally return multiple responses from the same host. There is not a known fix for this at the moment. In 

an effort to speed up the scan we updated the nmap and nikto commands with timeout options to force them to 

move on from a host if it took too long to complete the scan.  

This scan was able to run through nmap however, it stalled once again during nikto after getting through 

only about half of the ip addresses. we did research into why this is happening but were unable to find anyone 

having similar problems. The results of these scans can also be found in the LCDI Network Tests table.  

Conclusion 
At the beginning of this project, we set out to create an automated penetration testing tool. After 

overcoming many hurdles and challenges, we have successfully created a Raspberry Pi script capable of 

scanning a large network. The scanner will run both nmap and nikto upon boot through the /etc/rc.local file and 

does not require any user interaction beyond the initial installation of the software and setting up what scans to 

run and where to export the files. From our tests we know that the scanner was able to detect the services 

running on the Pi and LCDI network and could successfully output these files to a USB, email account or 

Dropbox account. However, despite all of the successes in this project we do not recommend using the 

Raspberry Pi as a pentesting tool.  

Our main reason for this recommendation is the reaction of antivirus to the scan. This is by no means a 

surreptitious tool: once the scan starts it is often detected by antivirus and notifies the user that they are being 

scanned. In addition, when scanning larger networks the scan has a tendency to hang or crash entirely. Whether 

this is due to the limited processing power of the Pi or other factors with the network we cannot be sure but 

regardless it is an issue. 

We recommend instead using our script on a more powerful device. While this would undermine the 

discrete nature of the Pi, the increase in processing power and RAM may allow other software to be run to 

bypass the antivirus. It would also make the scan run faster making it less likely that the scan would be 

discovered. 

Having an all-in-one scanner on such a small device is an attractive concept. While we are able to 

produce the software that such a device would require, it would need more robust and advanced hardware in 

order to run effectively. We see the increase in availability of such hardware, as well as our ability to maneuver 

around antivirus software, as a likelihood in the near future.  
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Further Work 
While our project covers many topics and bases, there is still much work to be done. A larger, more 

powerful machine - while it would go against the purpose of a small, discrete pen-testing tool - would allow for 

more intensive programs, and possibly exploitation of vulnerabilities. A more powerful processor than the 900 

MHz, quad-core found on the Pi would also speed up the tests. Alternatively, using cloud computing power 

would be an interesting method, as it would allow the penetration tester to use the small, discrete Pi while 

utilizing much more powerful machinery. However, this development could only be viable if the Pi doesn’t 

bottleneck (that is, reduce the efficiency or reduce the potential power of) the cloud computing power. Testing it 

on networks outside of a controlled environment would also make a great addition to this project. While a wired 

connection was utilized, perhaps a wireless network scan could be accomplished or tested, and added to the 

script. 

 

 

 

 

 

 

 

 

Appendix 

Speed test on Pi Network  
Test 
No. 

No. of Pi’s 
(Including 
Scanner) 

Scanner 
Version 

Node No. 1 Node No. 2 Node No. 3 Date/Time Comments 

1 2 9 Apache2 
Webserver, 
SSH open 
connection 

N/A N/A 10/4/17 
00H:02M:31S 

Failed, didn’t 
have flash 
drive plugged 
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in and thus 
aborted 

2 2 9 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/4/17 
00H:04M:11S 

Successfully 
ran full test 

3 2 9 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/4/17 
00H:03M:34S 

Commented 
out Nikto 
commands 
for test, 
checked disk 
upon boot, 
took 
~1minute 

4 2 9 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/4/17 
00H:03M:36S 

Retried same 
configuration 
as test 3. Still 
did disk 
check on. 
boot, ~43 
seconds 

5 2 9 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/5/17 
00H:04M:44S 

Disk Check 
ran faster 
than before, 
but time was 
still longer. 

6 2 13 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 00H:04M:15S Did not do 
disk check. 
Flash drive 
only 
contained the 
Nikto scan 
file. 

7 2 13 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 00H:04M:27S  

8 2 14 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/20/17 
00H:03M:53S 

No disk 
check 
however due 
to an error in 
the code 
Nmap was 
turned off 

9 2 14 Apache2 
webserver, 

N/A N/A 10/20/17 
00H:05M:04S 

Disk check 
took about 1 
min. Previous 
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SSH open 
connection 

error was 
fixed 
allowing 
Nmap to run  

10 2 14 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/26/17 
00H:04M:56S 

Files were not 
copied to 
flash drive 

11 1 14 N/A N/A N/A 10/27/17 
00H:04M::01S 

Only Nikto 
scan file was 
transferred 
over 

12 2 14 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/27/17 
00H:06M:02S 

Commented 
out “rm” 
command for 
output files, 
audio did not 
play, which is 
why time is 
so long. 

13 2 14 Apache2 
webserver, 
SSH open 
connection 

N/A N/A 10/27/17 
00H:04M:07S 

Ran perfectly, 
all aspects of 
code worked 

14 3 14 Apache2 
webserver, 
SSH open 
connection 

FTP server, 
VNC (Disabled) 

N/A 10/27/17 
00H:04M:13S 

Ran again 
perfectly, and 
time was 
normal 
despite extra 
node with 
extra services 

15 3 20 Apache2 
webserver. 
SSH open 
connection 

FTIP server, 
VNC (Disabled) 

Email Server 11/08/17 
00H:11M:00S 

Ran several 
tests to 
correct script 
ran disk 
check, left 
ports blank, 
and scanned 
1000 most 
common 
ports, 
explaining 
long time. 

16 4 20 Apache2 
webserver, 
SSH open 
connection 

FTP server, 
VNC (Disabled) 

Email Server 11/08/17 
00H:05M:13S 
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17 4 20 Apache2, 
SSH 

FTP server, 
VNC (Disabled) 

Email Server 11/08/17 
00H:05M:37S 

 

      

Pseudo Code of Script Scanner 9 (Version 2.0.1)   
Step 
No. 

Line 
No. 

Command Description 

1 6 date > /home/netscan/DatesStart.txt Creates a file with the time the scan started to 

remove the need to time the scans manually 

2 8 Source /home/netscan/config.txt Gives the program the location of the 

configuration file 

3 10 Mount /dev/sda1 /home/netscan/usbstick -o 

umask=000 

Mounts the flash drive so that the files can be 

copied to it 

4 12 If [ $BootScan -eq 1 ] Checks if the scan has been turned on 

5 13 then  

6 16 ip2=”$(hostname -I)” Sets ip2 to the devices ip address 

7 17 while [ “$ip2” = ‘’ ] Checks if the device has been assigned an ip yet 

8 18 do  

9 19 ip2=”$(hostname -I)” Halts program until an ip address has been 

assigned 

10 20 done  

11 23 if [ "$ARPScanDet" -eq 1 ] Checks if arp-scan has been turned on 

12 24 then  

13 26 arp-scan --interface=eth0 --localnet -retry=1 -q > 

/home/netscan/info.txt 

Runs and arp-scan on the ethernet adapter and 

outputs the file to info.txt 

14 27 for word in $(< /home/netscan/info.txt)  

15 28 do  

16 29 ip="$(grep -oE 

'[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}' <<< 

"$word")" 

An arp-scan produces a list of IP addresses and 

their MAC addresses. This command removes the 

MAC addresses from the list so it can be readable 
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by nmap and nikto. Uses grep to remove anything 

that contains letters (MAC addresses). 

17 30 if [ "$ip" != "" ]; then  

18 32 echo "$ip" >> /home/netscan/Downloads/iplist.txt Outputs the appended file, info.txt into a new file 

named iplists.txt located in 

/home/netscan/Downloads/ 

19 33 fi Ends “if” statement 

20 34 done Ends loop 

21 41 echo “ARP-Scan is done”   

22 42 else  

23 43 echo "ARP-Scan is disabled" >> 

/home/netscan/ScanLog.txt 

Lets the user know if arp-scan was disabled.  

24 44 fi  

25 46 If [ “NmapScanDet” -eq 1 ] Checks if Nmap was turned on 

26 47 then  

27 48 Nmap -O -Pn $PortScanAlpha -oN 

/home/netscan/output.txt -iL /home/netscan/iplist 

Runs nmap with either the default 1000 ports or a 

specified set of ports against the iplist created by 

arp-scan. Then outputs the file to 

/home/netscan/output.txt 

28 49 Echo “Nmap is done”  

29 50 else  

30 51 Echo “Nmap is disabled” >> /home/netscan/ScanLog.txtLets the user know if nmap was disabled 

31 52 fi  

32 55 If [ “NiktoScanDet” -eq 1 ] Checks if nikto was turned on 

33 56 then  

34 57 perl /home/netscan/nikto-master/program/nikto.pl -h 

/home/netscan/iplist.txt -p 80,443 > 

/home/netscan/niktoscan.txt 

Scans every ip in the arp-scan list for a webserver 

running on port 80 or 443 using nikto. 

35 58 Echo “Nikto is done”  
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36 60 else  

37 61 Echo “Nikto is disabled” >> /home/netscan/ScanLog.txtLets the user know if Nikto was disabled 

38 62 fi  

39 69 Date > /home/netscan/DatesEnd.txt Creates a file with the end time of the scan 

40 70 Tar -cvf /home/netscan/scanfiles.tar 

/home/netscan/iplist.txt /home/netscan/niktoscan.txt 

/home/netscan/output.txt /home/netscan/ScanLog.txt 

/home/netscan/DatesStart.txt 

/home/netscan/DatesEnd.txt  

Moves all the output files from the scan into a .tar

file 

41 71 If [ “$EmailDet” -eq 1 ] Checks if sending files through email have been 

turned it on 

42 72 then  

43 73 Gzip -c /home/netscan/scanfiles.tar | uuencode 

scanfiles.tar.gz | mail -s “Network Map” $EmailSet 

If sending through email has been enabled the .tar

file is compressed, encoded and emailed to the 

specified user 

44 74 else  

45 75 Echo “Email is disabled” >> /home/netscan/ScanLog.txtLets the user know if email sending has been 

disabled 

46 76 fi  

47 78 If [ “$DBDet” -eq 1 ] Checks if copying to dropbox is enabled 

48 79 then  

49 80 /home/netscan/./dropbox_uploader.sh upload 

"/home/netscan/scanfiles.tar" "ScanOutput$(date).tar"

If uploading to dropbox is enabled the files are 

uploaded with the date appended to the file 

50 81 else  

51 82 Echo “Dropbox is disabled” >> 

/home/netscan/ScanLog.txt 

Lets the user know if dropbox was disabled 

52 83 fi  

53 84 cp /home/netscan/scanfiles.tar 

/home/netscan/usbstick 

Copies scan files to the usbstick 

54 86 If [ $(lsblk | grep -c sda1) -eq 1 ] Checks if the device was mounted 
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55 87 then  

56 88 rm /home/netscan/iplist.txt /home/netscan/output.txt 

/home/netscan/niktoscan.txt /home/netscan/ScanLog 

/home/netscan/scanfiles.tar /home/netscan/info.txt 

/home/netscan/DatesStart.txt 

/home/netscan/DatesEnd.txt 

If the drive was mounted properly then the scan 

files are removed from the pi to save space 

57 89 else  

58 90 Echo “Device Was Not Mounted” >> 

/home/netscan/ScanLog.txt 

Lets the user know if the device was not mounted 

59 91 fi  

60 92 Umount /home/netscan/usbstick Unmounts the USB stick 

61 95 Play /home/netscan/SMB.webm.mp3 Plays an audio cue to notify the user that the scan 

is completed 

62-72 97-107 echo 0 > /sys/class/leds/led1/brightness 

sleep 5s 

echo 1 > /sys/class/leds/led1/brightness 

sleep 5s 

echo 0 > /sys/class/leds/led1/brightness 

sleep 5s 

echo 1 > /sys/class/leds/led1/brightness 

sleep 5s 

echo 0 > /sys/class/leds/led1/brightness 

sleep 5s 

echo 1 > /sys/class/leds/led1/brightness 

Flashes the  LEDs 3 times as an alternative to the 

sound cue 

73 109 If  [ “$ShutdownDet” -eq 1 ] Checks if the user has enabled shutdown when 

done 

74 110 then  

75 111 -112 printf 

"BootScan=$BootScan\nARPScanDet=$ARPScanDet\nN

mapScanDet=$NmapScanDet\nNiktoScanDet=$NiktoSca

If shutdown has been enabled then the config file 

is set to turn it off for the next boot 
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nDet\nEmailDet=$EmailDet\nDBDet=$DBDet\nEmailSet

=$EmailSet 

PortScanAlpha=$PortScanAlpha\nConfigExist=1\nShutd

ownDet=0" > /home/netscan/config.txt 

76 113 Shutdown now Shuts the pi down  

77 115 Elif [ “$ShutdownDet” -eq 0 ]  Checks if shutdown detect is turned off 

78 116 then  

79 117 Echo “Scan is done”  

80 118 else  

81 119 Echo “an error has been detected” If the number isn’t a zero or one then something is
wrong with the config file 

82 120 fi  

83 123 else  

84 124 Echo “scanner is disabled” If scanning has been turned off then this message 

will print. 

85 125 fi  

   

Script Versions 
Version Changes Explanation 

Scanner .1 N/A This was the first version of the script. It uses 
arp-scan to generate a list of IPs and then uses Nmap 
to scan this list of IPs. Finally, the scan file is 
exported to Dropbox and deleted from the pi to save 
space. 

Scanner .2 Attempted to clean arp-scan 
output down to just a list of 
IPs 

When arp-scan runs it generates a lot of unnecessary 
info for the Nmap scan such as MAC Addresses. This 
scanner includes code that tried to remove anything 
that wasn’t an IP address from the arp-scan output. 

Scanner .3 Reduces arp-scan output to a 
list of IPs. specifies a list of 
ports for Nmap to scan 

The code for arp-scan from the previous scanner was 
overly complex. This code is more streamlined and 
runs better. In addition, Nmap is no longer just 
scanning the 100 most common ports but now scans 
ports that we have specified. 

Network Scanner 
Page 20 of 32 



 

Scanner .4 Code added to copy files to a 
flash drive and then safely 
disconnect that drive. Also 
added code to play a sound 
when the scanner finished 
running 

Because the scanner would not have internet access 
when run on the pi network using Dropbox was not a 
viable option. The code to copy to a flash drive was 
added to fix this. Also due to the fact that the scanner 
is run headless or without a monitor the user needs a 
way to know that the script has finished. This caused 
a sound cue to be added. 

Scanner .5 Code for Nikto added. Code 
to make the power LED flash 
at the end of the scan added 

Once the Nmap scan was working fine a more in 
depth scan of web servers using Nikto was added. In 
addition code to make the power LED flash at the 
end of the scan was added in case the user did not 
have headphones on them. 

Scanner .6 Nikto code updated 
Shutdown code added 
 

The code for starting Nikto was changed as well as 
the list of ports Nikto scans. Also, code was added to 
shutdown the pi when the script is done. 

Scanner .6-modified Nikto code updated 
Shutdown code removed 
LED Flash changed 
 

The previous Nikto code would not actually start the 
script and because Nikto can only detect web servers 
the port list was changed back to only include web 
servers. The shutdown code was also removed once it 
was realized that having it in the code made it 
impossible for the user to modify the script. Lastly, 
the LED flash was changed to only flash the light 
three times to cut down on the time the scan takes to 
run. 

Scanner .7 Relative paths changed to 
absolute paths 

Previous versions of the code used relative paths to 
code that could not be resolved once the code was 
run from boot. To fix this absolute paths were added. 

Scanner .8 Nmap port list changed The port list now includes TCP port 587 due to the 
fact that one of the test Pis runs an email service on 
this port. 

Scanner .9 Date code added Code was added to record the start and end times of 
the script for timing purposes. 

Scanner .9-email Email functionality added The scan files can now be emailed out provided that 
the pi has internet access. 

Scanner 1.0-email USB error detection added If the USB is not detected the scan files are not 
deleted and an error is output to a log file. This was 
added to prevent losing files in the case of the USB 
not being plugged in. 

Scanner 
1.0-emailModified 

Tar command added 
Mail command fixed 
 

To simplify things all scan files are put into a tar file 
before being copied off. The mail command was also 
fixed to properly encode files before attaching them 
as well as use gzip to compress the tar file. 

Scanner 1.0  Configuration added In order to simplify configuring the script a 
configuration dialogue was added into the script 
allowing the user to turn parts of the script on or off 
as well as decide when the scan will be run. 
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Scanner 1.1 Scan code added This scanner includes the actual code to scan the 
network as opposed to just the configuration code 
that was in the previous version. 

Scanner 1.2 Email added 
Error detection added 
Copying methods added to 
configuration 
 

This script includes more of the parts from previous 
versions such as the ability to email the files off and 
detect if the USB isn’t plugged in. It also has a new 
configuration window for turning Dropbox and email 
copying on or off. 

Scanner 1.3 Configuration files 
condensed 

This scanner condensed all the configuration files for 
each part of the scan into one easier to read 
configuration file. 

Scanner 1.4 Configuration split into a 
separate file from the scanner 
file  

This scanner has a new file associated with it called 
setup.bash. This file contains all the configuration 
dialogues that used to be a part of the scanner file. 
This was done because, previously, the only way to 
access these dialogues once boot scan had been 
enabled was to run the scan and wait for it to finish. 

Scanner 1.5 Added boot scan check 
Added customizable port 
scanning 
Fixed missing rm command 
Added commands to edit 
rc.local 

The first change in this script is checking if the 
scanner is enabled to run at boot. This was added so 
that the user has the option to prevent the script from 
running at boot without modifying rc.local. In 
addition the option to specify ports for Nmap to scan 
was added. This also means that by default Nmap 
will scan 1000 of the most common ports. Next an 
error was fixed where the command to remove 
info.txt, the file generated by arp-scan before it is 
edited with grep, was not being deleted. Lastly, in the 
setup script code was added to change rc.local when 
boot scan was enabled allowing the script to run at 
boot. 

Scanner 1.6 File is now named 
scanner.bash 
Shutdown code added 
 

To avoid having to change the rc.local path with 
every new version of the script it is now simply 
named scanner.bash. In addition the user was given 
the option to make the scanner shut down after it has 
finished the scan. 

Scanner 1.7 Removed –sU and –sT flags 
from Nmap 
Code for when network 
detected changed 

Because the Nmap command can now run without 
specified ports the –sU and –sT flags need to be 
removed to allow the scan to run. In addition, the 
setup code for when network detected was edited to 
work as originally intended. It now calls the proper 
command to find the ip address. 

Scanner 1.8 Changed scanner to use 
relative paths 

All previous versions of the script will only work if 
the user puts the files in the directory 
/home/pi/Downloads. This version of the script 
aimed to change that. It uses relative paths to the files 
instead of absolute. 
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Scanner 1.9 Added automatic scanning This version of the script has a setting to allow the 
user to have a full scan run for a designated number 
of hours. For example, the user could specify to have 
a scan run every 2 hours. 

Scanner 2.0 Creates a user for the scan to 
run under and fixes issue 
with rc.local not running 

This scan switches the paths in scanner.bash back to 
absolute paths however to avoid the previous issue, 
setup.bash creates a new user for the files to run 
under. This version also fixes an issue where rc.local 
stopped working. In order for rc.local to run it must 
be an executable file which it isn’t once boot scan is 
enabled. This is because boot scan is enabled by 
deleting the current /etc/rc.local file and copying in a 
new one. This was fixed by adding a line to make the 
new rc.local file executable after it is copied. 

Scanner 2.0.1 Re added date code This version of the code re added the code from 
scanner 9 that took care of timing the scan for us. 

  

 

LCDI Network Tests 

Test No. Time (Days:Hours:Mins:Seconds) Comments 

01 11/08/2017 03H:31M:30S (See comment) Computers in lap detected and notified users about 
ARP and TCP scans. NOTE: TIME OF SCAN WAS 
CUT OFF DUE TO END OF SHIFT. Left it running 
over weekend. Cancelled it after a week of running 

02 11/17/17 00H:26M:34S (See comment) Ran for roughly 26 minutes before it was realized that 
the timers were not added to the scan file. 

03 11/17/17  Scan restarted with timers enabled for nmap and nikto. 
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Figure 1 

 

 

 

 

 

Figure 2 
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User Manual 
DISCLAIMER: The Leahy Center for Digital Investigation (LCDI) is not responsible for any damage, 

misuse, or any consequences that may arise from the usage of the script. Usage of this script in this or any 

modified form by a user alleviates the LCDI of any responsibility and liability. This script has been 

developed for academic and research purposes ONLY. This script is meant to be used as a penetration 

testing tool ONLY, and should be used only on personal networks, or when explicit permission is given by 

the network owner or network administrator. This script should NEVER be used for malicious purposes, 

nor without the knowledge and permission of the network owner or network administrator. Distribution of 

this script is prohibited without the LCDI's explicit permission.  

 

 

----User Manual---- 

This script allows the user to use a Raspberry Pi device to scan a network. This script is customizable, 

and is intended to be used for penetration-testing purposes. 

----Installation---- 

1.) Download the script files, and move into /home/user/Downloads folder. 

2.) Navigate to the /home/user/Downloads directory by typing the following command into the console: 

a.) cd /home/user/Downloads 

3.) Make "setup.bash" and executable file with:  

a.) chmod +x setup.bash 

b.) chmod +x scanner.bash 

4.) Type sudo ./setup.bash 

5.) Press 4 to install required files 

a.) Decide if you want to install dropbox or not by pressing 1 or 2 
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6.) Exit the program 

7.) Type cd /home/netscan 

8.) Congratulations! You've successfully installed the script. To run "setup.bash" type: 

a.) sudo /home/netscan/./setup.bash 

I.) You should be presented with a UI, this will be explained below 

----Setup---- 

"setup.bash" allows the user to customize the script. This customization includes the types of scans, 

which ports are being targeted, and more. The UI should look like the text below. 

 ########################################### 

 command list just enter number 

 1: Types of scans to be performed 

 2: Conditions for scan to happen 

 3: Copying methods 

 4: Install dependencies 

 0: End Program 

   

###########################################  

To continue, type the respective number (1-4, 0). 

TYPES OF SCANS TO BE PERFORMED: Brings user to a list of scans. Entering the number of each scan will 

either enable or disable the scan type. Whether it is enabled or not will be printed to the console. Under this 

menu, 4, will allow the user to manual ports for nmap to scan. If no custom ports are selected, the default ports 

will be scanned. 
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CONDITIONS FOR SCAN TO HAPPEN: This menu allows the user to select when the scan will occur. "Now" 

will immediately launch the script against the current network. "When network is detected" will have the script 

wait until a connected network is discovered, then execute the scan. "Boot Scan" will set the script as a startup 

file, and will launch automatically next time the Pi is powered on. 

COPYING METHODS: ,This menu allows the user to have the Pi output the scan results to either "Email" (1) 

or "Dropbox" (2). If "Email" is selected, then the user will be prompted for a destination email. If "Dropbox" is 

selected, the user will be told that either a dropbox account has or has not been set up. Dropbox is installed in 

the dependencies portion of the setup. 

INSTALL DEPENDENCIES: This menu easily allows the user to install the various pieces of the script that are 

not included on the script and setup download. The user will be prompted to "Install without Dropbox" (1), or 

"Install with Dropbox" (2). Either way, the installation of the nmap, arp-scan, and nikto will occur. The user 

will be given a link to install the audio file.  

----Usage---- 

DISCLAIMER: The Leahy Center for Digital Investigation (LCDI) is not responsible for any damage, misuse, 

or any consequences that may arise from the usage of the script. Usage of this script in this or any modified 

form by a user alleviates the LCDI of any responsibility and liability. This script has been developed for 

academic and research purposes ONLY. This script is meant to be used as a penetration testing tool ONLY, and 

should be used only on personal networks, or when explicit permission is given by the network owner or 

network administrator. This script should NEVER be used for malicious purposes, nor without the knowledge 

and permission of the network owner or network administrator. Distribution of this script is prohibited without 

the LCDI's explicit permission.  

  

This script is designed as a penetration-testing tool. Once the setup is complete. Prior to running the 

script, plug in the USB drive, and either speakers, or headphones. The script is ready. With the "Now" 

command, the script will begin to run, if the "When network is detected" is selected, the script will run on the 

connected network. If "Boot Scan" is selected, power off the device. Once at the location of the target network, 

plug in the USB, headphones/speakers (headphones are recommended as it will be more discrete), and the 

Ethernet. Once power is given to the machine, and if a network is detected, the scan will run. 
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If the script has completed successfully, the audio file will play. When this happens, wait a moment or 

two for the Pi to properly shut down, then remove the power. All plugs and devices can also be removed once 

the power is gone. 

----Results: Location and Information---- 

The output files will be outputted, by default to the USB stick, and whatever additional location is stated 

(Email, Dropbox). If a USB device was NOT inserted or detected, the Pi will save the output files onto the Pi in 

/home/user/Downloads. Otherwise, the output files will be deleted from the Pi. There should be one output file 

per scan type on the USB stick, Email, and/or Dropbox. 

----Remote Access---- 

Remote access can allow a user to access a Pi that was, say, left powered on and connected to a target 

network. With this, the user can remotely continually test the network, and execute commands on the Pi. To 

access your Pi remotely, use VNC (Virtual Network Computing). This will NOT be installed automatically. 

Raspbian OS has VNC installed by default. Follow these steps to enable and setup VNC on the Scanner Pi: 

1.) Open console and type: 

a.) sudo apt-get update && sudo apt-get install realvnc-vnc-server realvnc-vnc-viewer 

2.) Once the installation is complete type: 

a.) sudo raspi-config 

3.) Navigate using the arrow keys to Interfacing Options>VNC>Yes 

4.) For a DIRECT CONNECTION (When the "Controller" device and "Pi" are on the same network...) 

a.) On "Pi" type: 

I.) ifconfig 

b.) On "Controller" device 

I.) Install the compatible VNC controller application from: 

a.) https://www.realvnc.com/en/connect/download/viewer/ 
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II.) Enter IP address from "Pi" into the proper window. 

5.) For a CLOUD CONNECTION (When "Controller" device and "Pi" are NOT on the same network...) 

a.) On "Pi" 

I.) Create/login to a RealVNC account. 

b.) On "Controller" 

I.) Install RealVNC application from link in step 4bII.  

II.)  Login to same RealVNC account as "Pi" 

III.) Select the Pi device to connect to and enter Username and Password of Pi (Default 

      is pi and raspberry. 

6.) To use directly rendered apps remotely: 

a.) Open VNC server dialog 

b.) Navigate Menu>Options>Troubleshooting>Enable experimental direct capture mode 

c.) Once enabled, restart connection to "Pi". 
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